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Wiralass clggesisiple s reguirer cryplographic data protection at link-layer

Enlzoliplel Qg-raphic data protection requires security signaling

h.

CUrl r/ . Ilng takes time, especially for peer-entity authentication in a
mmc | VIronment where authentlcatlon credentials are stored in a AAA

-=-EA\:AV"  SEnvers are typically located away from access networks

e —

- --:___.- —

S IETF HOKEY. WG is working on EAP (Extensible Authentication Protocol)

— signaling optimization based on two approaches

i
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- — Pre-authentication: a proactive handover optimization technique by which a peer
runs EAP for a candidate target authenticator from the serving access network

— Low-latency Re-authentication: an extension to EAP to minimize message
roundtrips by utilizing keying material generated by a previous EAP session

Aug 27, 2007 MobiArchO7 2



— —_ ..~

QQJ ' E‘S%@ﬂ '(Q/@h

EEEelnentication applicability s limited to envirenments
WHEIERproactive signaling can take effect
3 QOFJmM;i n for reactive operatlon IS mlssmg
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2= ov\:'-? 'eﬁcy re-authentication still requires
munication to an AAA server (in home or visited
| twork) after handover

~— Difficult to support real-time applications
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\We prepose another approach using Kerberos to address
these Issues
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SN ETIIETGS IS/ 2 three-party atthentication and key
NP CEN nt protocol Pased on symmetric keys

mere r. e hree principals in Kerberos; a client, a server,
rmrl ) y distribution center (KDC)
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.'_'_'- s KDC prowdes two special servers: an Authentication
= ;;Server (AS) and a Ticket Granting Server (TGS)

_#—

“= | is assumed that each client and server has a pre-
established trust relationship with KDC based on a secret
Key
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Key'Is generated by the KIDC and! distributed to the

=

nikey isiused by the client and server to securely establish an
JJrl €5si0n

B
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‘then dlstrlbutes the session key to the server using a ficket, or a
rated by the KDC to help a client authenticate itself to a server

L =" e ticket O otains fhe identity of the client, a session key, a timestamp
— and other information

i

———— ~— The session key is encrypted using the server's secret key shared only with the
—me [ C

~* The Kerberos protocol consists of three exchanges where the initial
exchange Is performed only once

— AS-REQ/AS-REP exchange for acquisition of a TGT (Ticket Granting Ticket)
— TGS-REQ/TGS-REP exchange for acquisition of a ticket used for the server
— AP-REQ/AS-REP exchange for installation of the ticket to the server

Aug 27, 2007 MobiArchO7 5



— —-‘:.".-:--"
— d-Present Tlcket
S—— it get access to S

=

o
—

Aug 27, 2007

AS REQ

AS REP

TGS _REQ

A 4

TGS_REP

AP _REQ

AP_REP

MobiArchO7

S: Application Server
C: Application Client
KDC: Key Distribution Center
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ode and an a licator act as a client or a server of Kerberos

f client and server can be reversed depending on the timing
et |s delivered to the authenticator (role reversing)

f operation

ct c\lm mode is the case in which ticket delivery to the MN happens before
e handover

ctlve mode is the case in which ticket delivery to the MN happens after the
== E ﬁd‘ over
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=" "‘-‘fF’mactlve mode is more optimized than reactive mode since it does not
~ require for a mobile node to communicate with KDC after handover

i
—

- ® |n proactive mode, the signaling latency after handover is expected to be
less than 20msec (comparable to IEEE 802.11i 4-way handshake)

* KHK does not require an authenticator to create any state for a mobile node
before handover even in proactive mode (i.e., more efficient than pre-
authentication)
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AS-REQ
i

~ ASREP

_ o:L TGS-REQ (A1), TGS-REQ (A2)

_TGS-REP (T1), TGS-REP (T2)

—— AP-REQ (T1)
e AP-REP : _

i T T T T L L LLCL LIt
— — KRB-SAFE or SAP
H2 o AP-REQ (T2)
. AP-REP

KRB-SAFE or SAP
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Al: Authenticator
Ti : Ticket for Ai
Di: Event “Discovered Ai”
Hi: Event “Switched to Ai”




I "-gf (MN)

TGS-REQ (MN)
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~ AP-REQ

A\ 4

TGS-REP (T)
*

\ 4

AP-REP

KRB-SAFE or SAP

a

T : Ticket for MN

1

H: Event “Switched to Authenticator”

Kerberos role is reversed between MN and Authenticator

(Role Reversing)
Aug 27, 2007
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NEIDENDS LICKELS alSe carry authorization
igiermanen
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orlzatlon Information must come from

J". o

eeds to be an AAA client for authorization

e Accountlng IS still performed at each
- authenticator

— Authenticators are an AAA client for accounting (as
well as initial authentication)
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AULeRZaten Authorization information over AAA
NTCIYELGRIOVEr protocol
rCargares (o (r)fe ACHIVE
roclg)

S Authonzatlon Information
-~ over Kerberos (reactive
mode)

Accounting information over AAA
protocol
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Grganization wishing to run a Kerberos
estaplishes its own “realm*

e | RealmB Realm C

= e By establishing "inter-realm" keys, the

administrators of two realms can allow a client
authenticated in the local realm to prove its
identity to the servers in other realms

— Multi-realm operation addresses the scalability
Issue

® Realms can be formed hierarchically
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aidl AAA domains 00

R —

SRIEREN S KENDIENDS realms and AAA domains are independent

SR OWEVET, 10 i-e'éj_mphCIty, we Intreduce an  operationally reasonable model
e

MSRSUISESHIDINS domain name as Kerberos realm name and AAA domain

fleife o

.Rn

= D(n) : a AAA domain whose DNS domain name is n

.~ ® Rn: asetof Kerberos realms for which the realm name contain n in their
Suffix

- | AAA domain “mydomain.com”
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MOIENPIOLIEMIWItH KErDEros IS Iack of a
WECHENIST e dynamically’ create the principal
flelne 0 theilocal KDC and the secret key

... =

=AM ehanlsm to dynamically bootstrap Kerberos

":E stieeded for KHK to work across multiple AAA
=" df)malns

“= Bootstrapping should be made available from
Initial network access authentication using EAP
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ootstrap ing using™

EAREEXANISI 2 tUnRelingl metnod that encapsulates any.
BARRElhEntication method and provides capabilities
IEJELENeR kY Which newly defined functionality can be
enable_glrj :

:}; XT prowdes pbackward compatibility to the existing
~ EAP authentication methods
— No modification to existing EAP methods is needed
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e \We propose to define a mechanism to bootstrap
Kerberos using EAP-EXT
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""1- "‘—: - Bit0: ‘R’ blt (Re-authentication)
— ~  Bit1: ‘C’ bit (Channel Binding)
Bit 2. ‘K’ bit (Kerberos)

Bits 3-7: Reserved
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BUEAP-EXT™=
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- 4,L..
EA P-Request/
| EAP-EXT{*K’=1, Method}

el | o
<

~ | EAP-Response/
- |EAP-EXT{'K’=1, Method}

»

e - EAP-Request/
e EAP-EXT{'K’=1, KRB-BOOT |AUTH}

——— — = <

e ) EAP-Response/
EAP-EXT{'K’=1, AUTH} KRB-BOOT

EAP-Success
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dia-independent key management architecture using
|eve seamless handover across multlple technologies

Rl

d that network equipment vendors and network operators
e cost for deploying KHK

I
St
Vork
‘Work
oof of concept based on an implementation to an existing wireless link-layer
blogy, especially with the support of inter-domain operations

\-

—

J’C’:
—

= *,—.TP:érformance evaluation to compare with other secure handover architectures
--:-"— ~ . such as HOKEY

— Investigation on how to interwork with IEEE 802.21

— Investigation on expanding bootstrapping Kerberos from initial network access
authentication to support SSO (Single-Sign On)
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